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Section 4: Purpose of the processing

What does the business want to achieve after processing?

Operational management, reporting and fulfilment of statutory and
operational obligations relating to the collection and processing of pupil,

Section 5: Consultation process

Will you be seeking data subjects' views on how their data will be]
used? I so, how and when will this be done?

4a parent, carer and staff data. Utilise data for effective Management
Information Reporting and analysis.
Are there any foreseeable negative effects on the data subjects? | The data collection and processing is necessary to enable the school(s) (and
Detail any risks that you forsee to pupils, staff and/ or
Trust) to fulfil its operational and statutory requirements. Negative effects
ooty Come aboUbIf tiaré ek 15 bE A s beach. parents/ carers as a result of processing their personal
data within the MIS solution.
I The nature of the data held is sensitive by its very

The views of staff as representatives for all staff will be sought. No pupil,
parent/ carer views are deemed necessary, however data subject

nature as being for children and including special
category data types.

Data quality (accuracy) is of primary concern to ensure
appropriate restriction of data access in the case of
Safeguarding and access rights of Guardians

processing/change in any way.

Section 6: Governance

Policy

5 communication via privacy notices and ongoing communication will always
be maintained.
If this step has been deemed as unnecessary, please clearly list the|The data collection and subsequent processing is necessary to enable the
reasons for this here. (This question is more likely to apply to a|School(s) (and Trust) to fulfil its operational and statutory requirements and is
project/change which will directly affect employees for example as |therefore a necessity. This processing activity already takes place within each
a result of a change within HR.) school, so the change in question relates specifically to the selection of a MIS
from Arbor.
Please list all the relevant stakeholders, both internal & external, |School Steering Board including (Trust COO, Director of Operations, Director
sb involved in this project/process and if they will be affected by the ~|of IT, Director of Finance), staff representatives and other key personnel.

Arbor is certified to 1SO 27001 for Information Secuirty Management. Arbor
is also certified for Cyber Essentials and PCI DSS (Payment Card Processing).

Data Privacy is a core legal and regulatory obligation. Data Protection is taken
very seriously and considered as a core component of governance, security
policies and employment processes, including staff training.

Data Breach

Incident management, response and reporting are fully documented
processes.

Any data protection issue, request or incident is logged, monitored, measured
and reported as part of standard process. An external Data Protection Officer
(DPO) is retained for additional technical advice and support as may be
required.

Data Subject Rights

SARS are managed as part of the data protection logging and management
processes.

Arbor, as Data Processor, will always liaise with schools who remain the Data
Controller, supporting them as required to enable their response.

Staff training

(Al Arbor staff receive training in the topics of Information Security and Data
Protection. Customer Services staff all have had additional detailed training
in data protection every 6 months.
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Data Protection Impact Assessment (DPIA )

Template provided by Arbor Education Partners Limited ("Arbor")

systematic processing of personal data.

Date
change
raised

In order to protect personal data the Data Controller must undertake a thorough assessment of the data processing requirements and risks whenever embarking on any change that involves the

This template provides specific information in relation to processing by Arbor to support completion of a DPIA.

If any of the questions are not applicable to the project/change then please answer N/A

DPO/Director Signed off date (name/date)

Question/ Obligation

Please provide a description of what the project/change aims are.
Please make this simple to understand, high level and succinct,
limiting the use of all technical jargon.

What is the legal basis for processing the information? If you are
using legitimate interest as your lawful basis, has the Legitimate,
Interests Assessment been completed? (refer to ICO guidance on
the 6 legal bases)

2a

Template Response

Identify the need for a Data Privacy Impact Assessment (DPIA)

To deploy a MIS solution that is used by the school (or schools) (as well as ata
whole trust level ). The MIS will be a cloud based solution that enables schools
to meet their statutory obligations regarding maintaining a Pupil Education
Record as well as meeting other statutory and opertaional obligations
regarding pupils and staff.

Each school will undertake the following processes:

1.Collecting personal data from the Local Authority, DfE, parents and other
professional bodies

2.Recording and organising personal data

3.Structuring and storing personal data

4.Building and producing reports

5.Ingesting/ uploading personal data

6.Deleting personal data

Section 2: Assess necessity, proportionality & scope of Data Processing

Article 6 (1) (e) Public Task
Data processed falls within GDPR special categories. Processing is necessary
for reasons of substantial public interest on the basis of UK Law.

Additional Comments

2b What data will you use in this process? Please list all data fields.

Student: Name(s), addresses, emails, contact numbers,

emergency contacts, gender, date of birth, UPN, ULN, UCI, Admission
Number, enrolment status / history, previous schools, ethnicity / ethnic
background, religion, nationality, languages, English proficiency, medical &
dietary information, disabilities, doctor information, SEN information, gifted
& talented, FSM, transport, looked after, child protection, related
documents, funding and allowances, behaviour, attendance, assessment,
exams, exclusions, reports, learning aims, support & support documents.
Safeguarding incidents is an optional extra.

Other data

Staff: Name(s), gender, ethnicity, date of birth, staff code, NI number,
disabilities, religion, vehicles, languages, medical conditions, dietary needs,
telephones, emails, addresses, emergency contacts, absences, contracts,
qualifications, CPD, relevant documents, background checks, SCR fields.
Other data.

Parent/Carer: personal identifiers, contact details (including full postal
address).

Data Processes.

Collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure or
destruction of data (whether or not by automated means) in schools and
other educational establishments.

Describe any additional known personal data that will
be necessary for the effective operation of the MIS
solution. Also, reference any personal data listed that is
not necessary.

Apart from Teaching Staff, similar information is also
held for Teaching Assistants. The information may
include details of financial accounts.

How much data will be collected as part of this project/change?
FE

(Al pupils and teachers within the school (or group of schools) and parents/
carers.

Provide an estimate based on number of schools and
the current pupil roll and staff headcount.

5 How many data subjects will be affected?
2.

Whole schoolls) (and trust) including staff, pupils and parent/ carer contacts.

What impact will this process have on any affected data subjects?

2e

The specified personal data is already collected, stored and processed within
incumbent MIS solutions and is necessary to fulfil our Public Task in relation
to the staturory managmenet of pupil data and effective management of our
school(s) (trust). There is therefore no additional impact to data subjects as a
reult of processing their data within the selected Arbor MIS.
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Describe how the data will be used (processing activities) and how
this processing achieves or contributes to the project aims.

Collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, erasure or
destruction of data (whether or not by automated means) in our schools and
other educational establishments and associated professional bodies. The

- purpose of the processing is to provide a single cloud based MIS for all key
educational personnel and to provide academic data for pupils, staff, parents
and carers. Also to meet the statutory requirements of the Department for
Education, the Government and other statutory bodies
How will the processing be monitored to ensure the data is The processing will be monitored by staff within the school(s) (and across the
srGeessed coreeatyr st Provide details of any monitoring processes in place
regarding the processing and storage of personal data.
Data integrity checks are carried out by Arbor as part of
any data upload or transfer. System performance and
ik availability is monitored and reported as part of
x measurement against the Service Level Agreement (SLA).|
Confidentiality, Integrity and Availability (CIA) are
priciples at the core of Arbor's Information Security
Management System, as managed and audited for
compliance to International Standard Organisation ISO
27001.
How will the data be collected and sourced? The source of the personal data will be direct from parents and staff and via
3. electronic file transfers from the Local Authority and DfE.
i Will this data be collected during one process? If not, how long will | Data will be continually input and updated.
. it take to collect all data which is required?
e Will all data which is being collected be used? Ves
3 Who is responsible for collecting & sourcing the data? Each school's Data Manager and IT Support
How will the data be stored? (Al data is securely hosted within Amazon Web Services (AWS) Cloud storage | A copy of the Arbor Information Security Policy is
3g platforms within the UK. AWS and Arbor are certified to ISO 27001 available on request.
Where will the data be stored? (Al data is securely hosted within Amazon Web Services (AWS) Cloud storage
3h platforms within the UK. AWS and Arbor are certified to ISO 27001 A copy of the Arbor ISO 27001 Certificate, incorporating
the Scope statement, is available on request.
Where will this data be processed? Wil this be solely internal or | All Arbor MIS data is stored and processed within the UK Some sub-
will we engage third parties? processors are used, e.g. for Credit Card processing and bulk Text Message
3 services. |Arbor's suppliers and authorised sub-processors are listed on
School Data Controllers are able to appoint other Third Party processors that [Arbor's public support pages here
connect to Arbor MIS data using an API.
Will this data be shared with a third party? Are there any sub|Details of any third parties/ sub contractors involved in the processing/
processors? If yes, a third party risk assessment/due diligence will|storage of any personal data can be found at
need to be completed https://support.arbor-education.com/hc/en-us/articles/360013442894-Arbor-|
s-Data-Protection-Policy-to-comply-with-GDPR
3j
Al third parties are rigorously risk assessed.
Appropriate contractula agreements are in place with all third parties
regarding the secure processing of personal data.
If transferring to a third party, will all data be transferred? How will| Only data required for the third party processes will be transferred. Usage of
SR the sub-processor be using this data? the data is goverened by each individual contract, but always retricted to the
agreed purpose.
Where will the data be supported/hosted? e.g. may be hosted i |All data is hosted within the UK.
a1 EEA but supported from outside EEA and support staff would have

access to data





image3.jpg
Addi

nal Information
Information Commissioners Office (ICO) Registration

73022381

System Security

Operating System and Application Software patches are applied regularly and
promptly.

Penetration Tests are carried out regularly by specialist third party companies,
at least annually.

Business Continuity arrangement are in place and tested regularly.

Sub-contractors supporting delivery of the Arbor MIS service/prod;

(Arbor MIS production delivery is all UK based, but software engineering
including development and bug-correction is delivered from Arbor
Engineering in Slovenia.

No persional data s processed outside the UK.

150 27001 Information Securirty Management System (ISMS)

Arbor has been certified to ISO 27001 since 2017 and is externally audited
annually. Arbor will be migrating to the recently released 2022 update to the
standard during 2023.
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